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Abstract — Most organizations worldwide are moving to the cloud,
where their computing resources are secured and provided by a
third party. The cloud vendors make intensive usage of
virtualization so as to cater for the growing need for clients to
share the same physical computing resources. The security of the
virtual environment in which the various clients operate then
becomes of great significant. In this paper, the researchers sought
to analyze the security vulnerabilities of the VMware hypervisor.
The objectives were to practically establish the various
weaknesses of the VMware hypervisor and therefore investigate if
this virtual machine monitor actually offers any protection to the
guest operating system running in it. An experimental research
design was used to achieve these objectives. The approach was to
install a Windows 2007 host operating system, VMware
hypervisor and Windows server 2003 inside this hypervisor. The
Metaspoilt software was then used to test the vulnerability of the
hypervisor. The results indicated that the hypervisor offered little
protection to the guest operating system as indicated by the
windows server 2003 fingerprinting. This study is significant in
the sense that it exposes the hypervisor weaknesses which its
developers and the research community can try to fix so as to
protect the guest operating systems running inside the
hypervisors. This will eventually ensure the security of the cloud
clients whose computing services and resources run within the
hypervisors.

Index Terms — Hypervisor, virtualization, guest, host, cloud,
server, vulnerabilities.

1. INTRODUCTION

The hypervisor, also called the virtual machine monitor, runs
on the host Operating System and allocates emulated resources
to each guest operating system. According to Chandramouli,
(2014), Hypervisor is a software which provides abstraction of
virtually all physical computing resources. These computing
resources can be the central processing unit, memory, network
or storage. In so doing, it enables numerous computing stacks
consisting of operating systems, middleware and application
programs, which are collectively referred to as called virtual
machines to be executed on a single physical host.

Moreover, hypervisors can be utilized to define a network
within the single physical host, commonly referred to as virtual
network. This network can then be employed to enable
communication among the virtual machines that reside on that
host as well as with physical and virtual machines exterior to
the host Foley (2014). Under this architecture, the hypervisor
functions to mediate access to physical resources, offer run
time isolation among the virtual machines and facilitate a
virtual network that gives security-preserving communication
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flow among the virtual machines and between the virtual
machines and the external network.

In his study, Randell (2015) noted that majority of the
hypervisor security issues come up not from the virtualization
infrastructure itself but from operational issues such as the
adaptation of the current security processes and solutions to
work in the virtualized environment, major security solutions
do not take into consideration the fact that machines can be
physical or virtual, the idea that the hypervisors make the
datacenter and its traffic became a much more dynamic and
flexible place, and the very risk of mis-configuration which
calls for the usage of best practices specific to virtualization
domain.

Kovacs (2014) explains that to advance the security of VMware
products, the manufacturers of this hypervisor make use of a
number of techniques during its software development cycle.
These typical techniques utilize both internal and external
security expertise and include threat modeling, static code
analysis, incident response planning, and penetration testing.
As Cleary (2015) found out, the manufacturers have also
established a software security engineering group that
incorporate these techniques into the software development
cycle and provides security expertise, guidance on the latest
security threats and defensive techniques. This group also
offers training within the development organization.

In Section 2 we will present the VMware vulnerabilities, which
are abusing a lack of access control in a VMware 3D graphics
driver, directory traversal vulnerability in VMware tools,
dangling pointers due to a bug in the hardware emulation layer
that can be attributed to vulnerabilities such as bug in the
backdoor  application  programming interface  (for
communication between VMware tools and host) channel
between VM and host, and just to mention few. Taxonomy for
experimental set of virtual environment is presented in Section
3 and results finding of the study in Section 4 are discussed.
Finally, the paper is concluded in Section 5.

2. VMWARE VULNERABILITIES

The VMware hypervisor has a number of weaknesses. As
Matthias (2013) illustrated, numerous flows exist in VMware.
These include abusing a lack of access control in a VMware 3D
graphics driver, directory traversal vulnerability in VMware
tools, dangling pointers due to a bug in the hardware emulation
layer that can be attributed to vulnerabilities such as bug in the
backdoor  application  programming interface  (for
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communication between VMware tools and host) channel
between VM and host, bug in the SCSI device registration,
potentially due to a bug in hardware emulation layer, and
buffer overflow in floppy driver, potentially because of a bug
in hardware emulation layer. Bart (2015) noted that design flaw
in the VMware ESXi hard disk handling can also be a major
security hole.

Moreover, Kovacs (2014) further notes that hypervisors form
an important part of enterprise environments and while they
should normally reduce the attack vectors, they are actually
beleaguered by security vulnerabilities that could be exploited
by malicious actors.

In his study, Steven (2014) pointed out that any code that
processes attacker-controlled input makes VMware potentially
vulnerable. The central parts of the hypervisor, device model,
additional privileged hypervisor-related services are all attack
points. Aneesh (2016) argues that the compromise of the
hypervisor core instantly gives an attacker the full control over
the system. The exploitation of weaknesses in other VMware
components could also be considered critical.

In situations where the hypervisor is employed to isolate un-
trusted code executing in a virtual machine from the rest of the
system, successful exploitation of hypervisor susceptibility
shatters this isolation. In so doing, the attacker gains access to
all the resources available to the hypervisor Karpouzas (2013).
Ultimately, this provides the attacker complete control over the
targeted machine.

3. PROCEDURE

m
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Figurel: Experimental Setup

In this paper, the researchers used Windows 2007 as a host
operating system, VMware as a hypervisor, Windows Server
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2003 as a guest network operating system. The intention was
to investigate whether VMware hypervisor can protect the
guest operating system from intruder activities such as port
scanning, fingerprinting, and service identification. Figure 1
shows the experimental set up that was utilized.

As this figure shows, the set up consisted of two laptop
computers. The Metaspoilt software was installed in one
machine directly connected to the other laptop containing
virtualized Windows Server 2003 network operating system. In
this study, the attacker was the laptop in which the Metaspoilt
software was installed, while the target was the laptop in which
virtualization was done. In this perspective, class C network
was purposively chosen to assign internet protocol (IP)
addresses. Table 1 shows how these addresses were assigned.

Table 1: IP Address Assignments

Attacker Host Operating Guest Operating
System System
192.168.1.10 192.168.1.30 192.168.1.20

The Metaspilt Web User Interface was then launched and
activated through online License Key. After this, two accounts,
with user names and corresponding passwords were created
and were used to gain as shown in Figure 2. These were the
details that were used to authenticate the researchers to the
Metaspoilt functionalities.

M metasploit -y RAPIDF)
sungu
| forgot my password Sign in

Figure 2: Authentication Interface

The Ping commands were carried out among the three entities
and the connections were fund to be good and therefore all the
three entities could exchange information. After successful
login, the information in Figure 3 was displayed.
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Figure 3: Project Menu Interface

This interface contained various options to choose from. For
this study, the reserachers were inerested in Hosts and Services
menus. To begin with, the Hosts option was selected and as

aresult, the information in Figure 4 was shown. This figure
shows that two hosts were discovered and a total of 14 services
were deteted to be running in these two hosts.
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Figure 4: Host and Services Identification

The first step in our investigation was to carry out a network
scan on the target guest operating system, whose IP address
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was 192.168.1.20. To accomplish this, the scan option in the
above figure was selected.
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Figure 5: Target Scanning

This address was entered in the text box shown above and the
‘launch scan’ command button was clicked. The Metaspoilt
software then called an inbuilt version of Nmap which began

Mverview  Anlysis  Sessions  Campaigns

Discorring O of 9168124160120 comol 1 e s, 4 servies

Web Apps

scanning the virtualized guest operating system as shown in
Figure 6 that follows.

Nodes  Credenticls  Reports  Bporks  Tasks
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Gomplecd

hiost-timeout=

Figure 6: Target Scanning

This diagram shows that Metaspoilt has launched port scanning,
the time the scan was started and the IP address of the target
being scanned. To investigate the services running on the target,
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the services option was selected from the Analysis menu. Figure
7 shows the interface displayed after this selection.
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Figure 7: Services Port Scanning

This figure shows that the host name, name of running service,  the service and the time when the service was last updated are
the protocol that the service uses, the port number where the  some of the information that will be captured from the target.
service is running, basic information about the service, state of

4. STUDY RESULTS

In this section, the results of the study will be presented and the  the target at IP address 192.168.1.20. Figure 8 shows part of
discussions that follow from the observed phenomena will be  the port scanning output.
given. As already stated, port scanning was carried out against

netbios-zsn
ldap

ndows_xp cpe:/o:microsoft:windows server

or Windows Microsoft Windows XP SP2 or Windows Serv

Figure 8: Port Scanning Output- Part 1
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This figure displays interesting statistics about the target all of which are TCP ports. Moreover, the services running on
machine. To start with, it gives information on the open ports, these ports are also provided. The MAC address of the target is
the MAC address of the target machine and guesses on the also detected (00:0C:29:32:DF:A4) in addition to the type of
probable operating system running on the target. The open hypervisor in use (VMware). The guest operating system is
ports include port number 53, 88,135,139,389,445 and 3389, also detected to a high accuracy to be Windows Server 2003.

: Network Distance: 1 hop

Se report any incorre

1 host up) scanned in

-1

>:U :VINCE

Figure 9: Port Scanning Output- Part 2

Figure 9 illustrates that the hop distance is detected as 1, and name is PETER, the DNS is Microsoft DNS, and the domain is
the retransmission timer is 25.56 milliseconds, the NETBIOS accurately detected as VINCENT.

51 [IPSec Bolicy agent endpoint]

agent endpoint]

icy agent endpoint]

Policy agent int]

Figure 10: Port Scanning Output- Part 3

Figure 10 captures some security related data. For example, Services option was selected and run, various hostnames were
protected storage and IPSEC security policy are detected to be found to be either in unknown states or in open states as
employed by the target, Windows Server 2003. When the demonstrated by Figure 11.
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Figure 11: Running Hostnames, Services and Protocols

This figure shows that while some hostnames were in unknown
states, some were discovered to be open. Details of the
hostnames, the protocols running in these hostnames and the
last update time are also displayed.

5. DISCUSSIONS

The experimental results obtained in section (IV) above
demonstrate serious VMware hypervisor vulnerabilities. To
begin with, the port scanning process was able to discover open
ports as well as the services running on them. This is a security
challenge as a hacker can terminate these services and establish
his own illicit connections to the open ports. Alternatively,
since some ports are in unknown state, an attacker may try to
establish connections to these ports and if the connections are
successful, then he may even take full command of the
virtualized guests.

Another security risk that can be identified in this study is the
ability to fingerprint both the hypervisor and the guest. The
results illustrated that the scanning process detected to a high
accuracy the MAC address of the guest (00:0C:29:32:DF:A4),
the name of the hypervisor in use for virtualization (VMware),
the security policy in place (IPSEC and protected storage), the
protocols running in the discovered ports (such as TCP and
UDP) as well as the services running in these ports (such as
HTTP, KERBEROS-SEC, DNS and NETBIOS). The obtained
information raises questions on the security of the hypervisor
because as a virtual machine monitor, it is supposed to offer
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protection to the virtual machines running in it. However, it has
been shown that it does not do so and therefore the guests are
exposed to attacks exploiting any of their known
vulnerabilities. In fact, the guests are as exposed as when they
are not virtualized.

6. CONCLUSIONS AND RECOMMENDATIONS

In a cloud environment, various companies share the same
physical resource, such as storage memory, central processing
unit, hard disc and networks. This sharing is accomplished
through the virtualization process which makes each of the
company to feel as if it is actually running on dedicated
resources. It then becomes possible for a single hypervisor to
support multiple guests, each for the cloud client companies.
This study has shown that fingerprinting a hypervisor and the
guests is possible. This means that a determined attacker can
bring down a whole hypervisor and hence all the guests running
in it. Alternatively, he can decide to compromise individual
guests using the fingerprinting details obtained. Closing down
a port and terminating any services running on it, request
flooding through open ports that can lead to denial of service
attacks are just but illustrations of the exploits that can be
propagated with the help of the obtained data. The researcher
therefore suggests that further study be carried out on how to
protect hypervisors and hence the guests from fingerprinting
and related attacks.
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